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Our focus:

Study volumetric DDoS relays to 

better understand them and tackle 

the problem at the source level.



From massive DDoS to their
characterization and properties

What type of socio-organizational and technical structures host typical DDoS relays?
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Our methodology:

What is already known about DDoS relays:

Botnet members [1]

• IoT objects
• Infection mechanism

Amplifiying servers[2]

• DNS, SMTP, ICMP
• Spoofed address

Cloud Servers[3]

• Great Bandwith, small price, short lease periods

DDoS traces :

Recent actual attack

capture recorded as close 

as possible to the victim.

Geographic location of relays [4]
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